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Decision/action requested

This paper discusses the need for a new SID in SA3 to evolve the security for Non Public Networks
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Rationale

Below is parts of the approved SA2 SID proposal found in S2-190453[1] with observations justifying further work for SA3 in Rel-17.
Extracts from SA2 WID
First extract

Stage 1 agreed further studies covering use cases and requirements for:

-
Non-public networks, non-public networks as private slices, and further implications on security for non-public networks (FS_eCAV);
-
UE onboarding (FS_AVPROD).
Observation 1: Two stage 1 studies with possible security implications. Where the security aspects fall into the realm of SA3.
Once the SA1 work stabilizes the SA2 work should be aligned with the outcome of the SA1 work.
Second extract
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Objective

Study enhancements to 5GS that would enable more efficient support of non-public networks and simplification of 5G system for non-public networks. 

The following aspects are in scope of the study:

1.
Study enhancements to enable support for SNPN along with subscription / credentials owned by an entity separate from the SNPN.
NOTE:
The entity separate from the SNPN might provide applications using the services of the SNPN for its communication.
Observation 2: Handling of security credentials falls into the realm of SA3.

2.
Study how to support UE onboarding and provisioning for non-public networks. 
Observation 3: This is a result on the requirement(s) given in Stage 1 FS_AVPROD. How to provision credentials safely falls into the realm of SA3.

3.
Study enhancements to the 5GS for NPN to support service requirements for production of audio-visual content and services e.g. for service continuity.
NOTE:
The above objective covers NPN specific SA1 requirements as part of AVPROD that are not covered by the other objectives.
4.
Study the possibility for customizations or optimizations of 5GS when used for NPN considering different deployment scenarios, e.g. when the NPN is deployed and managed with the support of PLMN, when the NPN is deployed for different coverage and device density.

5.
Study the need for additional exposure capabilities due to support for NPN. 

6.
Study support for SNPN and PLMN sharing the same NG-RAN, if anything missing from Rel-16.

7.
Study support for voice/IMS emergency services for SNPN.
NOTE:
The above objectives are expected to be further aligned based on Stage 1 requirements.

Third extract
8
Aspects that involve other WGs

Potential impacts to SA3, SA5. Potential interactions with SA1 during the course of the work. 
Observation 4: SA2 predicts potential work that falls into the realms of SA3.

Reading in TR 23.700-07 [2] it becomes clear many aspects are dependent on SA3’s work several solutions have Editor’s Notes such as 
Editor's note:
The exact definition and details of these default UE credentials are FFS and need to be discussed with SA WG3.

Editor's note:
The exact details of NAS Security Mode Command procedure must be agreed with SA3.

Editor's note:
The security assumptions and details must be confirmed by SA WG3.
Further, two Key Issues have Notes mentioning SA3,

NOTE 3:
Security aspects should be discussed and confirmed by SA WG3.

NOTE:
Security aspects should be defined by SA WG3.
Observation 5: Solutions in the SA2 study are dependent on SA3 work.

4
Detailed proposal

Based on the observations above it becomes clear SA3 has work to do. As Observation 5 states several solutions in the SA2 study needs input from SA3 to become complete. Avoiding delay in Rel-17 progress it is therefore essential SA3 starts studying the security related to enhancements of non public networks.
Conclusion 1: Based on the observations there is a need for a SA3 study to cover the related security impacts on the work progressed in SA2 as a result of the Stage 1 requirements. It is proposed to endorse the accompanied SA3 SID in S3-201064.
